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1. About the Cyber Industry israel

As aregional powercommitted to safeguardings survival, Israel has burgeoned into a high tech epicenter built
around Internet security, antrirus software, and other cybeecuritytechnologies. Much of these aam extension

of its selfreliance, and thedded fact that since the creation of modern Israel, the nation has fattadks of all

kinds

While cyber securitys nowag 2 NI R A RS A&dadzSz LaNIStQa 0Oe0SNI &aSOdzNA
constant vigilance, both online and off. Ensgrithat its people remain able toounter threats on all levelss a

priority in Israeli governmental strategy, ah@stransformed what began as a cottage industry into a thriving sector

2F (GKS yriaArAz2yQa SO2y2Yeéod

L & NJcyBdrsRcurity ecosystenis matureand complex There areestablishedcompaniessuch as Check Point;
venture capitalists which focus on cybauch as Jerusalem Venture Partners (JVP) Cyber Labs and research
collaborations such as the Deutsche Telekom Innovation Laboratories activity-@uBem University. This array

of expertise has turned heads worldwide.

As of today there arabout350Israeli companies dealing with cyber issLiBlsevast majority are private companies
and 19 are publially listed entities. Over half are at some stage of sales and 9% have an annual revenue of over 10
million dollars.

Israeli cyber companiaggow relativelyquickly. An average d2 new startupswere established every yeam 2000
2016. In2016, 83 rew companiesvere established.

In the past yearisraeli cyber companies have rais&9 million dollars, an increase @3%from 2015. In 2015,
Isradi cyber companies made esithat totaled 1.2 billion dollars, an increase of 40% compared toglevious
year.

Snce 2011 over250local and global investors hameade investmentin 165 Israeli cyber companiegngingfrom
seed money to fully functioning companies.

There are 40 global R&D centers dealing with cyber issuksaeltoday, in comparison to only 13 in the mid 90's.

An interesting and substantial fact is the number of employees in the Israeli cyberrindhisse 430 companies
havenearly 1,000 employee$ Most work at thesevenlargest MNC's in Israekith revenuesof over 500 million
dollars.

In 2012 the average initial investment in a company stood at 2.3 million dolfa@t number hasincetripled to

6.9 million in 2015.Total investments wer&alf a billion dollars in 2015, over ten times the amount in 2010. In an
IVC researchcyber technology was fourtd be the top investment in the Israeli #éch industry. In additiornthe

78 companies that raised money last year are 20% of all active companies, double the percentage of the entire
Israeli hitech industry.
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2. About CyberSpark

CyberSparl; the new IsraeliCyber InnovationArenais a joint ventureof the IsraelNationalCyberBureau(INCB)n
the PrimeMinister'sOffice,BeerShevaMunicipality,BenGurionUniversityof the Negey andleadingcompaniesn
the cybersecurityindustry.

Bycreatinga uniquegeographicatlusterof leadingcybercompaniesmultinationalcorporations,groundbreaking

academiaesearch leadingtechnologydefenseunites, specializededucationalplatforms, and the National CERT,
CyberSparkoffers a comprehensiveecosystemthat is unprecedentedin terms of innovation and prospective

success.Physicaproximity andsharedinterestdrive new collaborationsand opportunities.

Foundedby EMC JVPBGNegewand LockheedMartin, CyberSparkndustry Initiative isanon-profit organization,
designedto be the central coordinatingbody for joint cyberindustry activitieswith all stakeholders in order to
leveragethe NG 3 Asgeyigiigiand maximizeits potential.

The Initiative is promoting the region and the city of BeerShevaas a global cyber center, encouragingjoint
academiaindustrypartnershipsandsupportingthe articulationof plansto recruitanddevelophumanresourcesn
the field, aswell asincentiveplansto draw additionalcompanieshoth internationalor Israeli, to establishprojects
or basethemselvesdn the region.

/ & 6 S NJ midisibhstexé@ment:

A Developthe cyberecosystengravity
A Synchronizatiomf all relevantparties
A Coordinatedand coherentwork plans
A Becomea proactivemarketingplatform
A Educatiorand qualification

A

A

Uniqueknow-how facilitation
SmartCityinterface

CyberSparknembers benefit from the knowledge and creativity of the Israeli miliargost experienced leaders
in cyber securityas well ashe students and graduates BenGurionUniversitys specialy tailored cyber programs,

andfrom the partnershipwith BenGurion University'syber security laboratoriesvith their proven track record of

successful industry collaborations.

Thevolume of activity inCyberSparkcontinues to growand is expected to further increase in the coming years.
With new Israeli and multinational companies joiningtimg expansion of the research programs conducted by the
university, theestablishmenif the national CERT, the relocation of the technolagibF units and last but not
leastc the constant stream of visitorom all over the worldthe conditions for business development, marketing
and growth are welestablished

Back to Top

CyberSpark Industry Initiative Ltd7 HaEnergiat.,BeerSheva. T. +972 (0)6883040 F. +972 (0)-8276420  Enfo@cyberspark.org.i®



mailto:info@cyberspark.org.il
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://media.wix.com/ugd/9be112_431d6389eeb54b5c86b55f89e2fd3b37.pdf
roni@cyberspark.org.il

cyberspark
Members ofCyberSparkave access tmany valuable resources Opportunities Mak
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and speciainsights to enhance the growth of their business. Team Difference
CyberSparks Affiliates Clulstrives to provide its members with
informational publications, involvement andpportunities to Global Round Table

effect change, in addition tenakinga difference through direct """

engagement wi decision makers and opinion leaders in their

. . Cyber Academy
line of business. / !

Research
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an activity in CyberSparkandingPadis aservice that enables

global players to make a smooth transition into the Israeli Cyber

Innovation Arena, by outlining a gradual, tailoede, zererisk entry path that best complies with their strategy.
This unique service is offered to foreign companiath wo substantial presence in Isragtho are considering
establishing an entity associated with cyber in thst growing ecosystem BeerSheva.

L)

[nnovation Community

How does it work?CyberSpark nominates a local team of experts, covering the entire spectrum of related
disciplines such as cybesecurity, business, finance and legihese expertsfunction as the core team of the

LI NI ySNDna LaNIStA OoNIyOK Ay aO02dziay3a F@FrAtrotS 3AFGS
full coordinationwithada A Ay I 4§ SR t h/ 2y, thiseuriGgaiaheenitSunid@nspardnRoPeration
thatkeepsi KS Odza 12 YSNIDa o6dzaAySaa LISNELISOGAGS FyR OdzZ Gdz2NB

For the execution of the project, and to ensure comprehensive and top quality performance in the shortest time,
CyberSpark will create a dedicated team consisting of a project manager and recognized SMEs in three main areas:
Cyber(Available technologiesesearchers, peripheral knehow such as legal aspects, regulatioets.), Market

(Major players in the Israeli market, such as small, medium size andmatitinal companies, service providers and
decision makers and GAF(Government, Administration andrinance IP considerations, grants and benefits,
taxation, municipal aspects

\
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Human Capital
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A fundamental principle of the vision of the State of Israel isuh@erstanding thatin the absence afignificant

natural resources, reliance on human capital and knowlasdltfee most fitting and natural choice. Education, R&D,

and technological innovation have been the key success factdrk Sy I (i A 2 y Q &oci& degelogmék, O | y
as well as the basis for its national strength. The extensive, and seemingly inexhaustible, supply of human resources
in Israel has made such a strategic emphasis possible. Israel's human capital is characterized by a unique
combinatian of broad interdisciplinary knowledge, entrepreneurial spirit, creativity, and original thinking. These
gualitiesgeneratea constant flow of new ideas, innovative developments, and breakthrough technalogies

The synergy between prudent government polisgientific excellenceandabusiness approach has borne fruit for
Israel's industrial sector, as well as for its academic institutions. This is manifested in the many outstanding
achievementof Israeli companies and individuals on an international scale

There are twoelite IDF cybersecurity groups: théntelligence group (including Unit8200) that is the Israel
equivalent of the NSAandthe C4l groupThese twogroups currentlyencompassnore than tenthousand soldiers
who arecurrently locatedon a campus in central Israel. The plan ismiove both of these units down south
adjacenti 2 / @0 SNJ LJ NJ Qa OI Y LJza

Once operatioal, this sourceof Human Capital is expected teed CyberSpark with 20@03000 new talents per
year, eager to join both the industry and academia venues.

The 820QJnitplays an illustrious role Israeli tech history: its former members have gonemadtablish numerous
companies such as Checint, Palo Alto Networks, and CyberArk, to ngom a few. Peopldérom these units could
ultimately becomethe engine driving the entire Beéhevaecosystem, since most men and women finish their
mandatory miitary service in their early 20s: then they are waélcedto start their civilian careers.

In general, employments benefitomply with the table detailed below. All figures are in thousands of US$, based
on an average conversion rate of about 4NIS t&3U

The alues reflect gross salary, thus do not cover social benefits and expenses. As a rule of thumb, the employer
should considean additional 30%over the grosssalaryto get an accurate estimation of employment co&ll
figures in US$H

. Experience [years]
Profession .
Upto2 3to5 6 or more Executive

RT engineer 3.5-5 4.5-6.5 5.5-8 6-10.5
Project Manager (software) 3-4.5 4-6 4-7 7-8
Algerithms 3.5-5.5 4-6.5 4.5-8.5 6.5-8
JAVA Programmer 3.3-5 4.5-8.5 6-71.5 7-8.5
Software engineer 2.5-3.5 4-8.5 3.59-8 3-8.5
Information systems engineer, CIO 3-4 4-5.5 5.5-8.5 6.5-8
Network administrator 3-4 3.5-5.5 4.5-7.5 6-2
Information security specialist 2-3.5 3-5.5 4.5-6.5 5.5-8
CEQ - - - 10.5-22.5
Bookkeeper 1.5-2 1.5-2.5 -3 3-4
Accountant 2.5-4.5 3.53-3.5 3.5-7 -
Secretary 1.5-2 1.5-2.5 2-3 3-4
Researcher — according to a global contract with Ben-Gurion University
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3. Academia

BenGurion University of the Nege(BGU)is one ofL A N> St Qa f SF RAYy3 NBaSINOK dzyaA
leaders in many fieldsespecialljcomputer sciencelt aspires to bene ofthe best research universities in the

world, a leader in scientific innovation, intdisciplinary research and appliediences; all of which impact daily

life. It is committed to social and environmental responsibility and is working to develop the Negev, Israel and the
world. The University attracts excellent students and researchers from Israel and abroad, origkexdsthith a
developed social conscience who integrate into the country's leadership in a variety of ways.

Founded in 1969, Be@urion University of the Negev is advancing research in areas in which it has a demonstrated
strength ¢ from alternativeenergy to biotechnolog, and cyber securityto robotics ¢ particularly in fields that
advance the economic development of the Negev. Vgithfaculties and three campuses in tiNegev, BGU is
SELIYRAY3I AGa NBIA2YyLE FyR 3Jt206lf NBFIOK® LYONBI aAy3
facultesare making the discoveries that will shape the 21st Century.

BGU was the first university in Israel to introduce aysieidy tracks for undergraduate and graduate students,
attracting the best and brightest students and researchers from around the world. It has demonstrated
competencies in a wide range of fields, including mobile network security,-ptatfsrm malwaredetection, and
security analytics and user profiling for both private and public users. These skills are essential in order to ensure
the protection of national infrastructures.

About 1,000 out of the 20,000 students that attend BGU are computer scienterelated majors including
overseas studentsom India and China with graduate degrees from schools in their home countries.

BenGurionUniversity and the Israel National Cyber Bureau have created a center for the protection of cyberspace.
The newcenter harnesses the University's expertisediove research and foster the development of cyber security
technologies At the heart of the endeavor is a dedicated initiatito promote academic research in the field,
enabling members of theenter to engage in basic research

Like the society surrounding uBGU hasecome a digitab, increasingly vulnerable to external threats. The
Universitys ever more complicated online system
require ewen more sophisticated methods of
protection to prevent terror, cybercrime and
identity theft. Elsewhere, antrol systems, online
banking, networks, databases, and even person
appliances and electronic deeg are all susceptible ¥
to attack. As hackers become more sophisticatefli =
the previous methods of antivirus protection NOgs
longer suffice. Moreover, each new platfor
development demands its own dedicated defenseS?
This is a battle of wits fought with line§ @ode in an eveexpanding cyberspace.

Back to Top
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4. DeutscheTelekomInnovation Laboratories

BenGurion Universityias demonstrated competencies in a wide rangéedils including Mobile Network Security,
CrossPlatform Malware Detection and Security Analytics and User Profiling for both private and public users. These
are essential to ensure the protection of national infrastructurése Universityhas been collatrating with
Telekom Innovation Laboratories in the field of network security since 2004. The close and fruitful cooperation
between the two institutes led to the signing of an agreement for the founding of Telekomadtian Laboratories

at BenGurionUniversity. Here, leading scientists collaborate with Telekom Innovatiperts to translate their
visions for the future design of information technology and telecommunications into reality. In this way, Telekom
Innovation Laboratories pools the knewow of Deutsche Telekom AG with the expertise of some of the world's top
research scientistdelekom Innovation Laboratories serves as a crystallization point, where cetige
knowledge is boldly transformed into revolutionary technologies of the future.

TheDeutsche Telekom Innovation Labs at Bte been at the forefront of mobile data protection for nearly a
decade. Harnessing the innovative might of the telecommunications giant to the unconventional and mventiv
brainpower of BGU researchers has led to numerous breakthroughs and created an environment that fosters
innovation in the fieldThere are 100 employees at Deutsche Telekom Innovation Labs, including faculty members
and post graduate students froBGU The labs consist of 950 square meters and are the only Deutsche Telekom
Labs located out of Germany.

Deutsche Telekom LabsB&Udeal with cyber security, big data in real time and more. Professor Yuval Elovici from
the Department of Information Systemsdtneering is the Director of Deutsche Telekom Laboratori&GAl The

goal is to develop and test breakthrough technologies that will ultimately lead to a competitive advantage and new
business opportunities for Deutsche Telekom. The labs were openg@Di éhd have raised tens of millions of
dollars throughout the years.

-
’

.
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5. Patrtial list of the Cybemdustry in CyberSpark

With more than40 companies already operational in thgark and more than2,000 employees the industry is
definitely continuing to gain momentum

Detailed belowis a partial list of companies and incubatbti®& ¥ £ SOG A y 3 2 ynbst itgortahtgualite8l] LI NJ
which is the diversity of companies residing together in the same oarmapd exercisingwhat we calt & / -h
OPEW L hbé

MNC's

DELLEMC Center of Excellence

=a —a —a -—a
'Ula
£
3
=

Ledos Lockheed Martih

JVP Cyber Lapsgrtfolio companies

SecBi

ScadaFence
Morphisec

CoroNet

Secret Double Octopus

o O O O O

Elbit incubator Incubit (Elbit incubator, not dedicated necessarily to Cyber)

Startup with Incubit:

M1 L7 Defense

Back to Top |
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6. The Israeli Mtional CERT

CERAL is Israel's national focal point for cyber security incident management and hareditablishedn order to
enhance the national resilience against cyber threats. It is a part di#tienal CybeBecurityAuthority (NCSAand
deals with:

= =4 -4 -4 -4

National cyber security incident management

Sharing cyber security actionable intelligence with trugtadners in Israel and around the world
Developing cyber security methodologies and techniques

Promoting cyber security awareness

Providing a single point of contact in Israel regarding cyber security threats and incidents for international
corporations, gber security companies and other CERTs

CERTL is founded orthe sharingof information oncyber threatsbetween many organizations in Israel. The
information sharing is conducted in a reliable, discreet and professionalttuas allowinga safe environment and
assistingn enhancing the resilience of the Israeli cyber arengeneral CERL targes the followingaudiences:

T

1
1
1
1
T

Internet and communication suppliers

Cyber security companies

Companiegacingmajor cyber threas (banking, tranport, health etc.)
Cyber consultancy and service providing companies
Government ananunicipaloffices

Privae users and the general public

CERTL offers a wide range of servicaisned to detect threat and maptheir severity:

1

Reactiveservices includesalerts or warnings, help dealing with an event and technological research to
identify and process threats

Proactiveservice provides assistance and informatitihat enhanceghe readiness and protection of the
target audience from upcoming events

Security quality management services

Shadow Servera service that includes information and reports about weaknesses or threats that are
identified with the organizatios IP.

CERTCyber Event Readiness Team

V"

w

ternat

DiPAMP
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' Head of Strategic Planning and Systems Analyd Head, MNC Collaboration

cyberspark Israel National Cyber Bureau Office of the Chief Scientist

st cresonTon ArER _ .| TalGol@pmo.govdICyber@pmo.gov.il Noam.BarGal@ocs.economy.gov
7. Einancial Benefits

Sincelsrael is very open to engaging in collaborations, joint ventures and partnerships, ahemextensive
incentives andsignificantpartial fundingavailable throughgovernment grard These initiatives are aimed to
encourage large companies to eithaitiate or expandtheir activity here in Israel.

Office of the Chief Scientist

Global Enterprise Collaboration Program

This framework provides a friendly, favorable approach and sup@rtivd 2 N Sy A SBpEA KEYIE 006 G 2
Israeli startup companies looking to collaborate witNGs. Within the framework, both the OCS and the MNC
commit to equally invst in preselectedR&D projects, conducted jointly by the MNC and the Israeli company.
Financing is provided only by the OCS and the Israeli company; the MNC can ingi&gj fu the joint project

and/or provide it with inkind servicesn the form of facilities or resources, such as technological guidance,
manpower, equipment borrowing, use of labs, discounted/free software licenses, regulatory advice, etc., instead of
or in addition to cash funding.

IsraelNational Cyber Bureau

A Major Benefit at the National Cyber Arena

The INCB invites companies that employ, or are considenmgjoying, staff in the field of cyber security, at the
Advanced Technologies Park in B8&eva, to submit a request to examine their eligibility tfus benefit. The
benefit provides agrantof 20% of the employees' salamyith the initialpercentage dcreasing over 7 years. This is
a substantial grant that will ultimately encourage companies of all sizes to estalgisisence irBeerSheva and
be part of the ever growing eesystem.

Year 2016 2017 2018 2019 2020 2021 2022

Benefitrate 20% 20% 20% 15% 15% 10% 5%

These are just a two examples of the many different incentives given by the Israeli gover@hmrnid a large
company decide to evaluate an activity in Isr&akious other programs may be relevant.

Back to Top
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8. Community

BeerSheva offers much more than just R&Dmmunityis a key aspedh the success of thecosystemCompanies
that would compete anywhere else in the world are collaborating in Ederva and the atmosphere is welcoming
and warm We call it "ccopetition” (cooperation and competition).

A few examples that illustrate theniqgue communityenvironmentin BeerSheva:

1

CyberTeclt, Every year Isradbefenceholds a world renowned tweday conference and exhibition in Tel Aviv
named CyberTech. It is the most significant cyber technolagiest outside of the United States. Cybertech
showcasexommercial problem solving strategies and solutions for the global dyiveat, whichmeet the
diverse challengescinga wide range of sectors: finandeansportation, utilitiesdefence R&D, manufacturing,
telecommunication, health and governmeiiixhibitors includéeading multinationalcorporatons, SMBs, staft

ups, pivate and corporate investors, venture capital firms, experts, and cliedksngsidethe Israeli Prime
Minister, representatives from global companies and governments around the world attend in order to learn
about new cyber technologies, meet decisionkars and establish business connections. This annual event is a
brilliant opportunity to gain wide exposure; CyberSpark has a domipggenceat the exhibition with the
largestexhibitspace a pavilionshowcasinghe cyber companies at thadvanced Technologi€ark, BerGurion
University, BeeSheva
Municipality and the Israel
National Cyber Bureau at the
Prime Minister's Office All
these entitiescometogether
under CyberSpark's i /
"umbrella" demonstrating to &~
the world our thriving .
ecosysten, literally. With this | B P] Pt R
unique layout, the ' s A/ A
CyberSpark pavilion becomes
an open welcoming area |
where thousands of visirs g
learn about the various cyber
opportunities developed in
BeerSheva

Tech7¢ A nonprofit umbrella organization aimed to unify andgmote the Negev tech communityvhich
includesstudents, techies, tech companies from the Negawjanyoneelseinterested in technology. They host
bi-monthly eventson various tech issuealong with hackathonganels,meet-ups, workshops and lectures. A
brilliant way to meet new people and learn.

Park Forumg In order to maintain the friendly and welcoming atmosphere atAttvanced Technologi€&ark,
there are various forums that meet once every two months.

CompanyManagersForum¢ The most important forumcompany managerslong with representatives from
BeerSheva Municipality and BeBurion Universitymeet to discussopics on a strategic levekeep decision
makersup-to-date, raise problemsand provide solutins.

Human Resource Forumg Recruiting employees is an issue that all companies deal with. HR representatives
from residentcompariesmeet and share ways of exposing new job positions to additional audiesmes]l as
discusghe level of candidates that they meet in interviews.

Back to Top
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1 Office AdministratorsForumg Dealing with logistics and day to day issues that come up, office managers meet
and share information on the cost and quality of services given at the Park

1 WeWorkg WeWork is an entity renting out office space to small businesses. They wouldn't be worth mentioning
if not for their extensive impact on the community in the Park. Tha&gsion is to create a welcoming work
environmentthat encourages the establishment of business connections over lunch or at their various weekly
events (including yoga, date nights for bachelors and tech meet ups). Alongemdthssfree beer, great
architectural design andnopen space that functions as a lounyéeWorkcontributesto the open andriendly
environment,with over 300 members in Be&heva. WeWork is a great solution for small compaaiekstart-
ups from seed to full functioning producs well as theselfemployed and global companies looking to base a
representativeon-site without the commitment of rentindgong-term offices WeWorkrequiresonly a monthly
commitment, giving maximum flexibilityrhe connections being made daily in an informal atmosphere are the
priceless added value that WeWork ofer

\ 2
N g
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c POC, CitySol Fayerman POC, Gav YarRRoy Zvebner
Cybefspafk BeerSheva municipality representativd GavYam Park Bgev Manager
solfh@rashi.org.il royz@gawam.co.il

9. Environment
Penty of cities in the U.S. lay claimlieingthe "next" Silicon Valley, but a dusty desert town in the south of Israel
calledBeersheva might actually have a shot at becoming something more modest, and more focused. They want
to be the first place you think about when it comes to cybersecurity research, education and innovation. If things
go right there, it may well happen

BeerShevas located irlsraels south, in athe desert regioncalled thBlegev
Itis the largest city in the Negev and one of the largest in Israel.

BeerSheva has undergone a huge transformation in the past few yeaes
announced asne of the top cities for educatigmore thanninehigh schools

teaching cyberMany new culture and entertainmnt facilities attracting

tourists from Israel and around ¢hworld have been establishedThe
Municipaly is very keen on developilgerSheva as a cyber capitéhey Tel Aviv
understand the cruciatole the Park has in the success of the ciyd

therefore, they assist in various projects and are always happhedother

support.

To become such a cyber nexus, giyenplacemusthave several ingredients:

A great university with a solid computer science departm#érdt has a

penchant for security research. Check. Several industry partners who have set

up their ownresearch and innovation laboratories nearby, to take advance of

the cheapand talentedlabor pool of graduate students. Check. An active BeerSheva
venture capitalist operation that can fund startups is also essential, along with

mentors who can help entrepreneursoaly. Double check. And finally some

solid supporfrom thelocal and national government to grease the wheels of

progress. Check.

Jerusalem

BeerSheva, the opportunity capital of Israel, is a vibrant student city with a
young population, avide selection of recreatinal and leisure options and
clear, dry pollutioAree air. BeerSheva Municipality operates a proactive
center for business promotion: a orgtop-shop specializing in the intake of
hightech companies.

GavYam Nege¥dvanced Technologies Park

The CyberSpark Arena is locatedtie Advanced Technologies Palk K SNB aS@SNIf 2F (KS
corporations anctyberfocused investment groups haestablished a
presence

The Park is located at the heart of a new urban area that has created a

clear link between BeD dzNA 2y | yAOBSNEAGE 2F GKS bS3ISP FyR GKS L5
Technology Campulis concentration of hiech and R&BEbriented

companies, organizations, and academic researdindisishes it as a

leading center for all manner of technology and research in the

world.¢ KS LI NJ Qa t20F0GA2y YIFI{1Sa AG AYYSRAFLGStE&@ | OO0OSaan:q
residing in the surroundingeighborhoodsincluding tens of thousands

of university students and thilnousands of IDF technology experts who

will serve at their new Technology Campinsthis way, the park will

not only become a focus for business activities, but also for vibrant

entertainment and leisure opportunities, thus creating a unique and stitimgavork environment.
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